Removable Media Restrictions
The ability to transfer classified information to removable media has been restricted to personnel designated and briefed by the ISSM. The program has been implemented in the following manner:

Custom Logs and Authorized User Forms

1) A Removable Media Restrictions Authorized User form has been created. All staff members who must use removable media write capabilities are required to complete this form.

2) A Removable Media Restrictions Request Log has been created. Authorized staff members must complete this log each time an authorized staff member performs a write operation to removable media.

Custom Security Group

1) Each staff member who completes the Removable Media Authorized User Form is added to a custom security group, “Data Transfer Officers” (DTO), which allows the staff member to utilize removable media’s write capabilities.

Group Policy

1) Computer Configuration\Administrative Templates\System\Removable Storage Access\CD and DVD: Deny write access = ENABLED

2) User Configuration\Administrative Templates\Windows Components\Window Explorer\Remove CD Burning Features=ENABLED
3) Computer Configuration\Administrative Templates\System\Device Installation\Device Installation Restrictions\Allow Administrators to override Device Installation Restrictions=ENABLED

4) Computer Configuration\Administrative Templates\System\Device Installation\Device Installation Restrictions\Prevent Installation of Removable Devices=ENABLED

5) The USBSTOR service has been disabled for all users who are not in the custom DTO security group.
CD Burning Software

1) The local users’ group has been removed from all CD burning software directories. The DTO security group has been added with read access.
2) All CD burning software directories are audited in accordance with the Win7/2008 R2 Baseline.
Installing Approved USB Removable Media

1) The ability to install USB removable media automatically has been disabled.

2) Staff members with administrative privileges may manually override this setting and manually install USB removable media devices. This manual installation only occurs for devices that have been entered into document accountability for authorized removable media users who require the ability to transfer data by USB removable media.

3) Each time a new USB removable media device is manually installed by a staff member with administrative privileges, the administrator records this installation in the maintenance log.

